METOAUYECKHUE PEKOMEH AU
1o BonpocaM odecneveHusi 0e3onacHocTH aereil B UHTepHET-IPOCTPaHCTRE,
HeJONYIIeHUs BOBJIeYEHHUS] HeCOBEPIIEHHOJIETHUX Yepe3 COIUAIbHbIE CeTH B MPECTYNHYI0
AeATeJbHOCTD

HNHTepHET MOCTENEHHO MPOHUKAET B KaXJA0€ YUPEKICHHE, OOIIECTBEHHYIO U
o0Opa3oBaTeabHYyI0 OpraHu3aIuio, B HalM goma. Yucno nonb3oBateneit HTtepHeTa B
Poccun cTpeMuTENbHO pacTeT W MOJOJEET, HOJS MOJOASKH M COBCEM IOHOMU
ayJUTOPUHU CPEIIM MOJIb30BaTelie BceMupHOU ceTh OYeHb Benuka. st MHOTHUX U3
HUX, OH CTAaHOBUTCS MH(GOPMAIIMOHHOMN Cpenioil, 03 KOTOPO OHU HE MPE/ICTABIIAIOT
cebe xu3Hb. Bmecte ¢ TeM, B UHTepHeTre coaepxaTcsi OrPOMHBIE MAacCCHUBBI
uHbOpMAaINK, KOTOpas SIBJSICTCS 3alpenieHHOW s eTel, Tak KaK MOXKET HaHEeCTH
Bped uX (PU3NYECKOMY U TICUXUYECKOMY 3J0POBBIO, JYXOBHOMY U HPABCTBEHHOMY
Pa3BUTHIO.

Cornacho ct. 5 ®enepanbHoro 3akoHa oT 29.12.2010 Ne 436-D3 «O 3amure
neteil oT uHQOpManuu, MPUYMUHSIONICH BpeJ HX 3J0pPOBbI0 M PA3BUTHIOM, K
uH(pOpMaIK, 3alpelieHHON i pacHpoCTpaHEHHs Cpeau JAEeTe, OTHOCHUTCS
uHbOpMAIIHS:

1) moGy>knaromasi 1eTeil K COBEPUICHUIO NEHCTBUMN, MPEACTABISIIONINX YIPO3y
WX U3HU U (W) 3I0POBbIO, B TOM YHUCJE K MPUUMHEHHIO BPEla CBOEMY 3[I0POBBIO,
CaMOyOHIICTBY;

2) cmnocobHasi BBI3BATh Yy JeTeH JKelaHWe YIOTPeOUTh HAPKOTUYECKUE
CpelCTBa, MCUXOTPONHbIE U (WIM) OAypMaHUBAIOLIME BEIECTBA, TAOAUHbIE U3/ENHS,
AIIKOTOJIBHYIO W CHUPTOCOJEpXKAIIYyI  NPOAYKIHMIO, TWBO M  HAIUTKH,
W3TOTABJIMBAEMbIE Ha €T0 OCHOBE, NMPUHATH YYaCTHE B a3apTHBIX WUTPaxX, 3aHUMAThCS
MPOCTUTYIIHEH, OPOJSKHUYECTBOM WIIM MONPOIIAMHUYECTBOM;

3) o0OCHOBBIBAIOIIAS WM OMPABIBIBAIONIAS JOMYCTUMOCTh HACHIUS U (WIJIH)
KECTOKOCTH JIMOO TMOOYXKJaromias OCYIIEeCTBISATh HACHIbCTBEHHBIC NEUCTBHS TIO
OTHOIIEHUIO K JIFOJISIM WJIA )KUBOTHBIM, 32 UCKITIOUYEHUEM CIy4YaeB, MPEIyCMOTPEHHBIX
HacTosuM DenepanbHBIM 3aKOHOM;

4) oTpunamIas CeMEWHbIE IEHHOCTH W (QOpMUPYIOIIAasi HEYBaXXEHUE K
poauTensM U (WIn) APYTUM YI€HaM CEMbH;

5) onpaBpiBaroIias MPOTHUBOIIPABHOE MOBEICHHE;

6) coneprkaiias HEIeH3ypHYIO OpaHb;

7) coneprkarast THGOPMAITUIO TTOPHOTPAPHUIECKOTO XapaKTepa.

Jlnsg 3amuThl geTel oT omacHocTei B MHTepHeTe HeoOXonMMa aKTHBHas
no3uuua poaumrener. M, 310 He yauBuTENnpHO: Beab B VHTEpHETE MOXHO HAUTH
uHpopmanmio Ui pedepara WM JAOKIANA, MOCTYIIATh JIOOMMYIO MEOHUIO,
IIPOBEPUTH CBOM 3HAHUS B UHTEPHET KOHKYpCax WUJM on-line TECTUPOBAHUSX, KYIUTh
NOHPABUBLIYIOCS KHUTY MJIM OOCYAMTb TOpAYyI0 TEMY Ha MHOTOUYMCIEHHBIX
dbopymax.

WHTepHeT MOKET ObIThb IPEKPACHBIM M IOJE3HBIM CPEICTBOM AJIs O0y4YeHMS,
OTJbIXa WK OOmIeHus ¢ Apy3bsiMu. Ho — kak u peanbHblii MUp — CeTh TOXKE MOXKET
OBbITh OIIaCHA: B HEH MOSBUJIACH CBOSI MPECTYIHOCTb, XyJIUTAaHCTBO, BPEIUTEIBCTBO U
IpOYME MAIONPUITHBIE SIBJIEHUS. BUpTyanbHOCTh OOILIEHUS MPEIOCTABIISIET JHOJSM C
HEAOOPBIMU HAMEPEHHUSAMHU JIONOJHUTEIbHBIE BO3MOKHOCTH IPUUMHUTH BPE] JECTSIM.



B IMMOCJICAHCC BPCMs B HHTepHCTe IMOABJIACTCS MHOI'O MAaTCpHaIOoB arp€CCUBHOIO M
COLIMAJIBHO OITaCHOT'O COACPKAHMA.

B3pocnpiM HY)XHO TTOMHHUTH O CYIIECTBOBAaHWHW TOJOOHBIX yIpo3 U YISIATH
MOBBIIIICHHOE BHUMAaHHUE BOIPOCY obOecmedeHus Oe3omacHOCTH aerel B MHTepHere.

IpaBuno 1. YcranoButre BMecT€ C JI€TbMHU YETKHE MpPABUIIA MOCEHICHUS
caiitoB. OmnpeenuTe, Kakue CAalThl OHU MOTYT TIOCEIATh, KaKue — MOCeIaTh Helb3sl.
OOBsicHUTE BamIMM JETSAM, YTO TakKoe pacusM, ¢hammn3M, MEKHAIMOHAJIbHAS |
penurno3Has Bpaxaa. HecMoTpss Ha TO, 4TO HEKOTOPBIE MOJOOHBIE MaTEpHUaIbI
MOXHO 3a0JIOKUPOBATh C IOMOINBIO CHEIHAIBHBIX MPOTPAMMHBIX (HIBTPOB, HE
CTOUT HAACATHCS HA TO, YTO BaM YIAacTCA OTGUIBTPOBATH BCE TMOIOOHBIC CAMTHI.
BriGepute cailiThl, KOTOpbIE MOXKHO TOCEIIaTh BallieMy peOCHKY, U 3a0JIOKHpYHTE
JOCTYIl K HEMOAXOAAIIMM MaTepuanaMm. HacTtpoiite mnapamerpsl 0€30MMacHOCTH
BaIlleTO KOMITBIOTEPA.

Xopolielr MOXKET cTaTh Ujesl pa3paboTaTh COBMECTHO ¢ AeTbMH CornameHue
[0 MCHOJIb30BaHUIO ceTH MHTEpHET. B TakoM «ceMelHOM AOKYMEHTE» BBl MOXETE
OMMCaTh MpaBa M O053aHHOCTU KAXKIOIO 4WIEHA Balleil ceMbH B cdepe MOJIb30BAHUs
HNHTEPHET-TIPOCTPAHCTBOM.

IIpaBuiio 2. [Tomorure netTsiM BbIOpaTh MPABUIBHOE PETUCTPALMOHHOE UMS U
napojb. YOeauTech B TOM, YTO OHU HE COJEPKAaT HUKAKOM JTMYHOU nH(pOpMauu.

IIpaBuiao 3. OObscHUTE  OeTIM  HEOOXOAMMOCTH  3aIllUThl KX
KOH(pUACHIIATLHOCTH B ceTH MHTepHeT. HacramBaiiTe Ha ToM, 4TOOBI OHM HUKOTJA
HE BBIJJABaJii CBOETO ajpeca, HoMepa TenepoHa WM APYrod JTUYHOW MHGPOpMAINH;
HarpuMep, MecTa y4eObl WK JI0OUMOT0 MecTa JUIsl IPOTYJIKH, a TaKKe MepechlyiaTh
MHTEPHET-3HAaKOMBIM cBOU (poTorpadumu.

IIpaBuao 4. byaste B Kypce, ¢ KeM KOHTakTHpyeT B IHTepHeTe Ball peGeHoK,
CTapalTech pETyJSpHO IMPOBEPATh CIUCOK KOHTAKTOB CBOUX JETEH, 4YTOOBI
yOeIuThCsa, 4YTO OHHM JMYHO 3HAIOT BCceX, ¢ kKeM OHM oOmatorcsa. Ecmu pebeHok
UHTEpEeCyeTcss KOHTaKTaMH C JIOAbMH HaMHOTO CTaplle €ro, cjeayeT MpPOBECTU
pPa3bICHUTEILHYIO Oecey.

IIpaBuio 5. He mno3BonsiiTe BamemMy peOCHKY BCTpEYaThCs C OHJIAWH-
3HaKOMBIMU 0O€3 BaIlIero pa3pelieHrs WM B OTCYTCTBHHU B3pOCiOro ueiaoBeka. Eciu
peOEHOK JKeJIaeT BCTPETUTHCS C HOBBIM HMHTEPHET-IPYTOM, CJIEIYyeT HAaCTOSTh Ha
COMPOBOXKJIEHUU peOeHKa Ha 3Ty BcTpedy. MHTepecyiTech TeM, Ky/ia U C KEM XOIUT
Balll peOCHOK.

O61enue B IHTepHETE MOXKET MOBJIEYH 32 COO0N KOMMYHHUKAIIMOHHBIE PUCKH,
TaKhe KaK He3aKOHHBIC KOHTAKThI (HallpuMep, TPyMUHT, KuOepOysuHT u ap.). Jaxke
ecnu y OOJBIIMHCTBA TMoOJb30Barenedl uyar-cucteM (BeO-yatoB mim IRC) moOpwie
HaMEPEeHUs], CPEId HUX MOTYT OBITh U 3JIOYMBIIIVICHHUKH. B HEKOTOPBIX Cilyyasix OHU
XOTSAT OOMaHOM 3aCTaBUTh JE€Te BBIIATH JIMYHBIE JAaHHbIE, TaKUe KaK JIOMAIIHHUN
aapec, TenedoH, maponau K mepcoHaNbHBIM cTpaHuiam B Mutepuere u ap. B apyrux
Clyyasix ~OHHM MOTYT OKa3aTbCid MPECTYNMHUKAaMU B  TOUCKaxX  JKEpPTBBHI.
CreuuanucTsl HUCHOJIB3YIOT CIEUHMAIBHBI TEPMUH «TPYMHMHI», O00O03HAYarOIIMii
YCTaHOBJIGHUE [IPY>KECKMX OTHOIIEHWH ¢ peOEHKOM C I1EeNbl0 BCTYIUICHUS B



CeKCyaIbHBIM KOHTAKT. 3HAKOMCTBO Yallle BCETO MPOUCXOAUT B YaTe, Ha (popyme mim
B COIIMAJIBHOM CETH OT MMEHH pOBEeCHHKA peOeHKa. OOmasch JIMYHO («B MPUBATEY),
3JIOYMBIIIUICHHUK BXOJHWT B JIOBEPHUE K PEOCHKY, TBITACTCA Y3HATh JIUYHYIO
UH(OPMAIIUIO U JIOTOBOPUTKLCS O BCTpEUE.

KubepOyaaunr — MIPECIEN0BAHUE COOOIIEHUSIMH, COZIepKaAIUMU
OCKOpOJICHHS, arpeccuto, 3alyruBaHue, XyJIUTaHCTBO, COIMAIbHOE OOWKOTHPOBAHHE
C TIOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

[Ipenynpexnenne kuOepOyIuHTa: OOBSICHUTE ACTSAM, YTO MPU OOIICHUU B
HNHTepHeTe OHU NOKHBI OBITH NPYKEITIOOHBIMU C JAPYTHMMU TOJb30BAaTEISIMUA, HU B
KOEM cllydae He MUcaTh IPyOBIX CIIOB — YUTAaTh IPyOOCTH TaKKe HEMPHUITHO, KaK H
caelmath. Hayunrte nerel mpaBMiIbHO pearnpoBaTh Ha OOHMIHBIC CIIOBA WU ICUCTBUS
Ipyrux mojb3oBaTeneii. OOBSICHUTE NETSIM, YTO HENb3s HMCIOb30BaTh CeTh IS
XYJUTaHCTBA, PACIIPOCTPAHEHUS CIUIETEH Uiu yrpo3. CTapaiTech CIeAUTh 3a TEM, UTO
Bam peOCHOK JnenaeT B MHTEpHETe, a TakKe CIICIUTE 3a €ro HACTPOCHHEM TIOCIIe
noas30Banus CeThlo.

Ha uto cnenmyer oOpamarb BHUMaHHUE POAMUTENAM, YTOOBI BOBPEMsSI 3aMETUTh, UYTO
peOeHOK cTall KEePTBOI KUOEepOyIITMHTa:

1) BecnokoitHoe moBeneHue. Jlake caMbplii 3aMKHYTBIH IIIKOJBHHK OyJner
MEePEKUBATh H3-32 TPOUCXOIAIIETO M 005S3aTEIBHO BBIJACT CE€OSI CBOMM
rnoBeJicHUueM. Jlenpeccuss M HEXEIaHWe HATA B IIKOJIY — CaMbl€ SIBHBIC
MPU3HAKU TOTO, YTO PEOEHOK MOJBEPraeTCs arpecCumu.

2) Henmpussue k HWartepnery. Ecnmm peGeHok nro0uMin TPOBOAWTH BpeMs B
HMHTepHeTEe U BHE3AIMHO MEPECTAN OTO AENaTh, CIEAYET BBIACHUTH IPUUMHY. B
PEAKUX CIIydasX IETsAM JEHUCTBUTEIBHO HANOEHACT IPOBOAUTH Bpems B Ceru.
OnHako B OOJBIIMHCTBE CIy4aeB BHE3AIIHOE HEXKEJaHHWE I0JIb30BATHCS
HuTepHeToM cBA3aHO ¢ npolieMaMy B BUPTYaIbHOM MUDE.

3) HepBo3HnocTh mpu MOJydEeHHH HOBBIX cooOIIcHM. HeratmBHas peakmus
pebeHKa Ha 3BYK AJICKTPOHHOTO MHChMa J0JIKHA HACTOPOXKUTH poauTens. Eciau
peOCHOK PETYJISIPHO TIOJIy4aeT COOOIICHHsS, KOTOPBIE pPacCTPauBalOT €ro,
MOTOBOPUTE C HUM U OOCYAMTE COACPIKAHUE ITHX COOOIICHHIA.

IIpaBuio 6. Hayuute nereit yBaxath apyrux B MutepHere. YOeautech, 4TO
OHM 3HAIOT O TOM, YTO MpPaBUJA XOPOIIETO IOBEJCHUS ACHCTBYIOT BE3JE — JaXe B
BUPTYAJIbBHOM MHpE.

IIpaBuno 7. HacrauBaiiTe, 4ToOBl JIeTH yBaXkajlu COOCTBEHHOCTb APYTUX B
WnTepHere. OOBsCHUTE, YTO HE3aKOHHOE KONMPOBAHUE M HCIIOJIB30BAHUE HYXKOU
paboThl — TEKCTa, MY3BIKH, KOMIBIOTEPHBIX MIP U APYTUX NPOrpaMM — SBISETCA
KpaKeu.

IIpaBuiio 8. OGpamaiite BHUMaHUE, CKOJIbKO BPEMEHU MPOBOJIST Ballld JETH B
WuTepHere, uToObl BOBpeMs 3aMETUTh NPHU3HAKKM BO3HUKAIOLIEH HWHTEPHET-
3aBucuMocTH. IlpenBecTHUKaMU «UHTEPHET-3aBUCUMOCTH» (CHHOHUMBI: MHTEPHET-
anuKUWs, BHUPTyajbHAas aJAMKIMUS) U 3aBUCUMOCTH OT KOMIIBIOTEPHBIX UIp
(«reiMepcTBO»)  SIBIISIFOTCS: HAaBS3UMBOE CTPEMIJICHHE IIOCTOSIHHO IPOBEPSTH
3JIEKTPOHHYIO MOYTY; HNPEABKYLICHHE CIEIYIOLIEro ceaHca OHJIAIH; yBelIUYeHHe



BPEMEHH, MPOBOJUMOIO OHJIAlH; YBEJIWYEHUE KOJUYECTBA [IEHET, PacXOAyEMbIX
onnavH. Ecmm Bpl cudraere, 4ro Bamm JA€TH, CTPAAarOT OT YPE3MEPHOMU
YBJICUEHHOCTU KOMIBIOTEPOM, YTO HAHOCUT BPEJ UX 3/10POBbIO, yueOe, OTHOIICHHUSIM
B 00I1I€CTBE, MPUBOJUT K CHIIbHBIM KOH(IJIMKTaM B CEMbE, TO Bbl MokeTe 00paTtuthes
K CHEeIUaJINCTaM, 3aHUMAIOLIMMCA 3TOM MpoOjeMoil (Hampumep, Iegaroram-
ncuxojoraM, rncuxosoram). OHU MOMOTYT MOCTPOUTDH AUATIOT U YOEAUTh 3aBUCUMOTO
NpU3HATh CYIIECTBOBAHME TMPOOJEMbl M  COTJIACUTHCA  MOIYYUTh IOMOLIb.
Hanpumep, Ha caiite «Jletm onmaiia» www.detionline.com otkpeiTa  JHHUS
Tene(OHHOTO U OHJIANH-KOHCYJIHTUPOBAHMS, KOTOpPAs OKAa3bIBAET MCUXOJIOTHYECKYIO
U UHQOPMAIMOHHYIO TOIJEPKKY JETIM M TOAPOCTKaM, CTOJKHYBIIUMCSA C
paznuuHbiMu npoOnemamu B MuTepnere. Ha nuuum nomomum «letn Ownnaiiny,
co3ganHoii B 2009 1., pabortator mncuxonorn @Donga Paszsutus HuTepHeT u
BBINYCKHUKU (akynbrera ncuxonorun MI'Y umenun M.B. JlomonocoBa, kKoTOpbie
OKa3bIBAIOT TMCUXOJOTHMYECKYI0 M HWHGOPMAIMOHHYIO IOMOIIL [0 MpobieMam
Oe3omacHoro ucnoib3oBanus Mutepuera. lleneBas ayautopus — AETH, TOIPOCTKH,
poauTenu U pabOTHUKHU 00pa30BaTENbHBIX U BOCIIUTATENbHBIX yupexkaeHud. Cmyx0a
Jluausa nomouu «/letn Onnaitn» BkiItoueHa B 0a3y enuHOro QeneparbHOr0 HOMEpPa
tenedoHa JOBEpHS I ASTEH, MOIPOCTKOB U MX poauteneid. OopaTuThes Ha JImHMIO
nomoiy MoxkHO 1o Tenedony 8-800-25-000-15, GecryiaTHO MO3BOHHUB U3 JIHO0OM
TOYKM CTpaHbl, JUOO TO 3JeKTpoHHOU mourte: helpline@detionline.com. 3BoHkH
npuHUMaroTcss B paboune gHU ¢ 9.00 mgo 18.00 MmO MOCKOBCKOMY BpPEMEHH.

IIpaBuiio 9. OOBsicHUTE AETSIM, YTO JAJIEKO HE BCE, YTO OHU MOTYT MPOYECTh
win yBuaeth B UntepHeTe — npasaa. [Ipuyunrte ux crnpamuBaTh O TOM, B Y€M OHH HE
YBEPEHBI.

Cnenyer OOBSCHUTH JETSAM, 4YTO HYXHO KpPUTUYECKH OTHOCUTBCA K
nojiydeHHbIM H3 VIHTepHeT Marepuanam, Bedb OIyOJMKOBATh WH(GOPMAIUIO B
HNuTepHeT MOXET aOCONMIOTHO 1000 YeIOBEK.

IIpaBuio 10. Kontponupyiite nedarenbHOCTh eTell B THTEpHETE ¢ TOMOLIBIO
COBpeMeHHBIX MporpaMM. OHHM TOMOTYT OT(QWIBTPOBATH BPEIHOE COJEPKUMOE,
BBISICHUTh, KaKH€ CaiThl MOCEIaeT peOeHOK U ¢ Kakoi Lenbro. OJHAKO OTKPBITOE,
YeCcTHOE OOIIEHHE BCerja MPEeANOYTUTENbHEE BTOPKEHUS B JIMYHYIO JKU3Hb.

HpaBuio 11. Ioowpsiite nereil AeNUTHCA ¢ BaMH UX OonbITOM B MHTEpHeTeE.
[Tocemaiite Cetb BMecTe ¢ neTbMu. Ecim Bamr peOEHOK BeleT MHTEPHET-IHEBHUK,
peryiisipHO nocemairte ero. bynbre BHuMarenbHbl K BamuM jetsam! Ilomuute, 4To
HUKAKHE TEXHOJIOTUYECKHUE YXMILPEHHUS HE MOTYT 3aMEHUThb IPOCTOE POIAUTEIBCKOE
BHMMAaHUE K TOMY, Y€M 3aHUMAIOTCS JAE€TH 38 KOMIIBIOTEPOM.
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https://infourok.ru/go.html?href=mailto%3Ahelpline%40detionline.com

